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Identification and Allocation of Basic Security Rules 
In Healthcare Imaging Systems 

 
A white paper, “Security and Privacy: An Introduction to HIPAA” by the Joint 
NEMA/COCIR/JIRA Security and Privacy Committee (SPC)  
( http://www.nema.org/docuploads//54E642D2-B0FD-4508-
95095C3F55A36DFA/HIPAA_Education-Feb-14-2001.doc ) discusses security and 
privacy concepts and security technology that relate to modern healthcare data security 
and data privacy regulations.  Guarding the confidentiality of individually identifiable 
patient data against compromise of its confidentiality while maintaining its integrity and 
recording details of access to it are explicitly mentioned in the US Health Insurance 
Portability and Accountability Act (HIPAA) regulations.  Similar needs for protection of 
individually identifiable patient information exist in other countries.  This paper identifies 
a set of security and privacy rules that, if properly enforced by healthcare providers or 
their medical imaging Information Technology (IT), can help them meet their legal 
obligations1.  The paper suggests a logical allocation of the rules, showing which ones a 
healthcare provider might reasonably expect medical imaging IT to enforce, and which 
ones would need to be enforced by other means, such as administrative security policies 
and procedures. 

1 Protection of Patient Privacy 
1.1 Goals, Services, and Rules 
The need to protect the privacy of electronic versions of individually identifiable patient 
data is becoming a worldwide priority.  As described in several sources, some of which 
are specifically identified in the SPC white paper cited above, legislation in several 
European countries, the USA, and Japan, has focused attention toward defining terms and 
presenting patient data privacy goals.  In the USA, standards have been suggested for the 
technical safeguards deemed necessary for protecting the electronic privacy, integrity, 
and availability of this data. 
 
It is clear, however, that technology alone cannot provide all the protection.  This is 
because authorized people routinely use patient data for lawful purposes, such as treating 
patients or maintaining medical records.  Therefore procedural safeguards are also needed 
to ensure that healthcare IT is configured, operated, and maintained in the secure ways 
intended by their manufacturers.  Only then can users, and their patients, benefit fully 
from the sound security technology that medical imaging IT vendors are building in. 
In this white paper the SPC suggests a set of security rules and their allocation between 
enforcement by procedures or technology.  We concentrate on identifying the rules 
themselves, not on specific enforcement mechanisms.  The distinction between allocating 
enforcement between procedures and technology is based upon understanding the type of 
                                                           
1 As stated in the referenced educational white paper, healthcare providers, enclosed within the definition of 
Covered Entity (CE) in the HIPAA Privacy Rule, are responsible for legal compliance by putting policies 
and procedures in place and requiring them to be enforced and followed.  Medical imaging IT suppliers 
cannot make HIPAA-compliant products, but products can be made that make it easier for healthcare 
providers to comply with the law.  Similar situations exist in many other countries. 
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information to be protected (individually identifiable patient data) on the one hand, and 
assessment of the capabilities of current IT on the other.  It is important to point-out that 
this white paper concentrates on medical imaging IT not directly connected to a public 
network such as the Internet.  It assumes that intranets connected to public networks are 
protected by suitable technology, such as properly configured firewalls and intrusion 
detection products. 
 
The security rules identified are based on contemporary security engineering concepts.  
These revolve around security services that include those of data confidentiality, data 
integrity, provision of service, individual accountability, nonrepudiation, immutability, 
and configuration management.  These services form the backbone of security protection 
and, for the most part can be implemented by procedures in a strictly hardcopy world, or 
a combination of procedures and technology in an IT environment. 
1.2 Important Security Services 
In order to identify a reasonable and appropriate set of security rules to enforce it is 
important to understand the basic concepts contained within the security services model.  
In this way we can adopt rules that link to the model, and by way of extension to the 
general and specific legislation.  Each service is briefly defined below. 
 
Data confidentiality.  This service is linked to identification of individuals who seek 
access, authenticating claimed identities, determining an individual’s authorizations, and 
then limiting access accordingly. 
 
Data integrity.  This service relates to an ability to retrieve from storage exactly that 
which had been originally placed there or to deliver to an intended recipient exactly what 
had been sent. 
 
Provision of service.  Also referred to as protection against denial of service, this service 
predicts system load and provides sufficient resources in order to deliver acceptable 
performance.  It also deals with discovery of apparent malicious acts aimed at 
overwhelming resources and then providing suitable workarounds to enable continued 
operation. 
 
Emergency access is also a provision of service issue and it warrants clarification.  A 
prime directive in HIPAA and related legislation is to insure that privacy and security 
measures do not prevent delivery of patient care.   The conventional wisdom when 
designing security measures into IT systems calls for user access to be curtailed or denied 
when privacy and security mechanisms falter or fail.   This protects that which is 
sensitive against inadvertent disclosure or access, and makes sense in several 
circumstances including, for example, financial transactions and the protection of 
national security secrets.   However, in medical IT, in order to allow patients to continue 
to receive care, privacy and security fail-over mechanisms need to allow access, not deny 
it.  The failure should, of course, be noted in relevant log files, and the security 
administrator should also be specifically alerted.  In this way patient care can continue 
until the failure is corrected and normal operation of the equipment restored.  
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Individual accountability.  This service deals with linking the authenticated identity of a 
user with the actions taken by that user during a session.  The audit information collected 
and the audit trail thus assembled can be used for several purposes, including the after-
the-fact investigation of access to individually identifiable patient data specifically called 
for in some patient privacy law. 
 
Nonrepudiation.  This service denies the ability of a user to assert it was not the party 
responsible for a specific act, e.g., that it was not the user that caused a specific image to 
be transmitted from a source to a destination. 
 
Immutability.  This security service guarantees change cannot be accomplished after-
the-fact, such as altering a signature on a report once electronically signed.  Its is similar 
to integrity in that it vouches for sameness, but unlike integrity, where change can occur 
following verified delivery, an immutable fact should never be able to be changed. 
 
Configuration management.  Though not strictly a security service, configuration 
management aims to maintain accurate records of the IT hardware and software installed 
in a facility, e.g., makes and models of equipment, version numbers of software, location 
of systems within the facility. Software upgrades, particularly for multi-function or user 
administered systems such as PCs, are a particular risk for malicious software intrusion. 
In the context of security, the goal is to be able to describe the exact configuration of the 
system so that its security behavior can be predicted, and to keep that configuration up-
to-date as the system is maintained, upgraded, or otherwise changed. 
 

2 How Security Rules Can Be Enforced 
The primary goal of healthcare privacy and security legislation is to limit access to 
individually identifiable patient data by healthcare providers in accordance with the 
consent and authorization granted by the patient itself.  Another is to insure that patients 
and regulators can reconstruct access events so that those individuals that obtained access 
can be identified, and their use of the data, to the extent practical, ascertained.  Security 
rules, therefore, are the actions necessarily performed in order to accomplish these goals.  
When considering medical imaging IT we can distinguish between actions that need to be 
performed procedurally, and those that might best be allocated to performance by 
technology. 
2.1 Enforcement Via Procedures 
Since no system can operate in the absence of manual procedures a certain amount of rule 
enforcement in this way is clearly required.  For example, all IT systems need to be 
configured for proper operation by their administrators, and then maintained and operated 
in accordance with instructions provided by their suppliers.  Bona-fide users need to 
operate the product not only in accordance with its operating manuals, but they must also 
follow the institution’s administrative security policies and procedures.  In this way 
procedures can govern such matters as where and when oral discussion of privileged 
information is permitted and how individually identifiable images or reports are handled 
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after they have been printed.  Procedural enforcement of security is an established and 
acceptable way of helping insure the overall goals of a secure system are achieved.  Until 
recently, manual procedures were the only ways of achieving and maintaining security. 
2.2 Enforcement Via Technology 
Wherever an automated mechanism can perform an otherwise manual process it needs to 
be considered.  This is especially true if it can also reduce cost, increase productivity, 
always be invoked, and provide reasonable assurance of proper operation.  The secure 
technology available in today’s medical imaging IT can meet these challenges and 
become the method of choice for enforcing several security rules.  The criteria for 
deciding whether security rule enforcement should be automated is dependant on the 
availability of technology, its ease of use, the cost and reliability of the mechanism, the 
repetitive nature of the task to be performed, and the needs of users for quick and 
accurate access to any data so produced, stored, processed or communicated. 

3 Technology Considerations 
Medical imaging technology varies in complexity and capability.  These differences need 
to be considered when allocating security rules. Some of key characteristics and attributes 
are highlighted below.  
3.1 User Interface Characteristics 
User interface equipment can affect both the ability to identify the user as well as the 
ability to control or limit user commands that influence the security and privacy of 
identifiable patient data.  When a user interface is unable to perform these functions, 
other aspects of the security system must be used to protect individually identifiable 
patient data.  User interfaces fall into several categories: 
3.1.1 Minimal 
This equipment lacks even a keypad.  Although it gathers patient information, it might 
not be individually identifiable patient data.  These devices, such as a digital camera used 
in dermatology, typically are not intended to identify their operator for audit trail or 
authentication purposes, so other mechanisms must be used to protect the data.  
Equipment with user interfaces of the Minimal type is not common.  
3.1.2 Keypad and Display 
Many machines have keypads rather than full function keyboards.  The keypads may 
offer selections to perform network queries, control data, control operations, and perform 
data transmission.  The data collected is usually individually identifiable because the 
controls are usually sufficient to enter or select patient identifying information.  The 
keypads, however, can be inadequate for operator identification.  In such cases other 
mechanisms are needed to protect access and maintain audit information. 
3.1.3 Keyboard and Graphical User Interface (GUI) 
These systems allow a user to interact in order to perform identification and 
authentication functions.  Additional user interface options may also be present, including 
card readers and biometrics. 
3.2 Noteworthy Assumption About User Interface 
It must be noted at this point that we make a basic assumption about the user interface 
available in medical imaging IT.  In the Table below, when we allocate rule enforcement 
to medical imaging technology, we assume it includes a standard keyboard and Graphical 
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User Interface (GUI).  However, we recognize that certain medical imaging IT, such as a 
digital camera used in dermatology or an image printer with simple switches and 
indicators, is not equipped in this way.  Therefore, where less complex user interfaces are 
encountered, that do not lend themselves to enforcement of a rule otherwise allocated to 
technology, then that rule might have to be enforced instead by a procedure. 
3.3 Mobility Characteristics 
Medical imaging devices may be fixed or mobile.  Mobile devices may exist within a 
healthcare facility, e.g., mobile ultrasound equipment, or be designed for movement and 
use outside of a fixed facility, e.g., a truck-mounted MRI unit.  Mobility affects the 
degree to which physical access to the device can be controlled, the amount of 
supervision available for device users, and the threats to which the device could be 
exposed.  Highly immobile medical imaging systems are housed in dedicated facilities 
where physical access is usually strictly controlled, without interfering with medical 
operations.  On the other hand, mobile devices can be moved to almost any location in 
the healthcare facility.  Their mobility makes it unlikely that an unauthorized relocation 
will be immediately detected.  The many computers used in office settings within a 
modern healthcare environment have an intermediate mobility risk.  Although they are 
not on wheels like the ultrasound device, they can be moved.  This may pose a 
confidentiality compromise risk in some locations. 
3.4 Media Access Characteristics 
Some medical imaging devices have the ability to create and read removable media, e.g., 
CD-ROMs or floppy disks, which can contain individually identifiable patient data.  The 
security system for a device with media ability must address suitable technical protection 
for the media and for the ability to create and remove media.  The healthcare facility in 
which the device is located must also implement appropriate procedural safeguards to 
protect any media removed from the system.  Similar protection may be needed for 
electronic delivery mechanisms like fax, email, and printers. 
3.5 Networking Characteristics 
A medical imaging device may be configured for network access.  Different 
implementations of the several networks that may be found within a healthcare facility 
may offer varying levels of protection, both for the network itself and for any device 
connected to it.  Three types of protection levels can be identified: unprotected, DMZ 
(Demilitarized Zone), and internal network.  As we have already stated, we do not 
consider security issues revolving around medical imaging equipment connected directly 
to a public network such as the Internet because that is obviously not a secure way of 
using IT. 
 
The DMZ level of protection is often provided for services that require accessibility by 
Internet users but only for restricted purposes.  The extra privacy and security 
requirements for a device connected to a DMZ network are not addressed in this white 
paper. 
Internal networks are isolated from networks outside the healthcare facility, such as the 
public Internet.  The primary threat in internal networks comes from unauthorized 
activity by otherwise authorized users, some of whom may have malicious intent. 
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3.6 Characteristics of Medical Imaging Systems That Also Host Other Software 
There may be other software present on a medical imaging device.  These can include 
non-medical software such as an email client, word processors, spread sheets, the 
addition of PACS software to a workstation, upgrades and patches to existing systems, 
and applications that are part of vendor supplied operating systems.  All can affect the 
threat environment in which the medical imaging product operates.  
3.7 Characteristics of Group-Use Equipment  
Some equipment is inherently group-oriented rather than individual user-oriented.  This 
can pose an issue regarding strict compliance with rules regarding individual user 
identification.  The group might be identified and its members listed, but actions of 
individuals are not easily tracked to strictly enable individual accountability in audit 
trails.  In clinical instances this may be both unavoidable and acceptable. However, local 
policy should provide guidance on how to proceed in such situations. 
3.8 Characteristics Related To Storage Capacity 
The amount of storage available can limit the quantity of sensitive data potentially at risk 
for unauthorized disclosure at a specific device.  Devices that can hold only one patient 
record at a time expose less patient data than does the archive for the entire healthcare 
facility.  Such considerations significantly changes relative security and privacy concerns. 
3.9 Characteristics of the Patient Identifier 
Individually identifiable patient information presents variable levels of risk of improper 
disclosure as a function of how identifiable it is.  Data with all possible identifiers 
attached presents a larger risk than data with only an obscure identifier. Many devices in 
the healthcare environment acquire patient data but place only minimal and cryptic 
identifiers on it. These systems typically use parameters such as a bed number, exam 
number, order number, or numeric-only patient identifier. In such cases the identifier 
attached to patient data is not directly connected to the true identity of the patient.  
Instead, it needs to be combined with other healthcare databases in order to individually 
identify a patient.  We offer the suggestion that devices that attach only obscure 
identifiers to patient data are most efficiently secured with appropriate procedures.  

4 A Suggested Collection of Security Rules and Their Allocation 
We can now use information about needed security services, and some important 
characteristics of medical imaging technology, to make logical choices about how to 
enforce relevant security rules. Table 1, therefore, presents a list of security rules 
covering the basic security services described above.   
 
The table offers a rational allocation of enforcement of these rules between procedural 
means on the one hand, and various technology that can be found in medical imaging IT 
on the other.  Though the table addresses what rules need to be enforced we stop short of 
describing any specific enforcement mechanisms.  Our purpose is to provide a logical 
allocation framework.  In this way those accountable to the law for protection of patient 
privacy, e.g., the Covered Entities per the HIPAA privacy regulation, and those who are 
manufacturers of medical imaging IT, can both be guided on how best to satisfy the 
security requirements presented in the rules: via procedures or via technology.  It leaves 
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to each the freedom thereafter of developing appropriate procedures or technology that 
can effectively deal with them. 
 
It should be noted that the Table presents and allocates rules in a general context.  We 
considered the capabilities of current technology.  However, we were not able to consider 
the many differences presented by local situations in a specific environment.  
Furthermore, we recognize that retrofitting existing and legacy systems, where 
computational resources might be limited, could result in the need to further tailor these 
allocations.  
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Table 1.  An Allocation of Security and Privacy Rules for Protection of Individually 
Identifiable Patient Data In Electronic Form Between Procedures and Medical 
Imaging IT. 
 

Allocation 

To Medical Imaging Information 

Technology With The Following Attributes 

Security & Privacy Rules 

To 
Proce
dures 

Mobile Media 
Access

Intranet 
Access 

Other 
S/W 

Present 

Group 
Use 

1. User Management       
1.1 Provide IT User the 
Capability to Identify itself 

 √ √ √ √ √ 

1.2 Authenticate The Claimed 
Identity of the IT User 

 √ √ √ √ √ 

1.3 Manage IT User 
Authorizations 

 √ √ √ √ √ 

1.4 Provide Inactivity Timeout & 
Auto Logoff 

 √ √ √ √ √ 

1.5 Provide User Emergency 
Access 

 √ √ √ √ √ 

1.6 Provide Privacy/Proper Use 
Logon Notice 

 √ √ √ √ √ 

1.7 Provide Specialized IT User 
Roles, e.g., Security 
Administrator, Service 
Technician, others 

 √ √ √ √ √ 

2. Security of Data       

2.1 Authenticate the Source of 
Electronic Data/Messages 

 √ √ √ √ √ 

2.2 Insure Security and Privacy 
Attributes, and Integrity of 
Electronic Data at Rest and in 
Transit 

 √ √ √ √ √ 

2.3 Manage Electronic 
Transmission of Individually 
Identifiable Patient Data 

 √ √ √ √ √ 

2.4 Protect Against Object Reuse 
Errors 

 √ √ √ √ √ 

2.5 Protect Electronic Data 
Confidentiality in Open Networks 

   √   

2.6 Provide an Identifier in 
Electronic Forms of Individually 
Identifiable Patient Data 1 

 √ √ √ √ √ 
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Allocation 

To Medical Imaging Information 

Technology With The Following Attributes 

Security & Privacy Rules 

To 
Proce
dures 

Mobile Media 
Access

Intranet 
Access 

Other 
S/W 

Present 

Group 
Use 

2.7 Provide Notice of Individually 
Identifiable Patient Data When 
Present in Human-Readable 
Hardcopy Output 

  √    

3. Security of Electronic 
Media and Hardcopy 

      

3.1 Provide Complete Data 
Destruction Capability for the 
Data in Physical Objects (e.g., 
Hard Disks, Memory) 

 √ √ √ √ √ 

3.2 Provide for Electronic Data 
Backup 2 

 √ √ √ √ √ 

3.3 Safeguard Individually 
Identifiable Patient Data when 
Transferred to Removable 
Electronic Media or Human-
Readable Hardcopy 

√      

3.4 Provide Proper Disposal of 
Removed Individually 
Identifiable Patient Data, e.g., 
film3 

√      

4. Individual Accountability 
(Auditing / Logging) / 
Signals (Alarms) 

      

4.1 Collect and Store Electronic 
User Accountability Data in Log 
Files 

 √ √ √ √ √ 

4.2 Provide a Nonrepudiation 
Capability 

 √ √ √ √ √ 

4.3 Provide Audit Trails or 
Gathered Log Files 

 √ √ √ √ √ 

4.4 Report Security-Relevant 
Incidents to Security 
Administrator 

 √ √ √ √ √ 

4.5 Report Security-Relevant 
Incidents to Outside Authorities 

√      
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Allocation 

To Medical Imaging Information 

Technology With The Following Attributes 

Security & Privacy Rules 

To 
Proce
dures 

Mobile Media 
Access

Intranet 
Access 

Other 
S/W 

Present 

Group 
Use 

5. Electronic Signature       

(TBD)       

6. Privacy       

6.1 Provide a De-Identification 
Capability for Electronic Forms 
of Individually Identifiable 
Patient Data 4 

 √ √ √ √ √ 

7. Environment       

7.1 Adhere to IT Operating 
Instructions 

√      

7.2 Assure IT User & Other 
Workforce Personal 
Integrity/Trustworthiness 

√      

7.3 Control Physical Access to IT √      

7.4 Manage the Configuration of 
IT 

√      

7.5 Protect Private Intranetworks √      

7.6 Provide a Controlled 
Operational Environment5 

√      

7.7 Provide Workforce Training 
on Institutional Security Policies 
& Procedures 

√      

8. Documentation       

8.1 Provide Administrative 
Security Policies and Procedures 

√      

8.2 Provide Access to Operating 
Instructions and Documentation 

√      

9. Availability of Service       

9.1 Discover Aberrant User 
Behavior 

√      

9.2 Discover Presence of 
Malicious Software 

√    √  
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Allocation 

To Medical Imaging Information 

Technology With The Following Attributes 

Security & Privacy Rules 

To 
Proce
dures 

Mobile Media 
Access

Intranet 
Access 

Other 
S/W 

Present 

Group 
Use 

9.3 Provide Safe/Secure Recovery 
After Detected Failure 

√ √ √ √ √ √ 

9.4 Provide for Emergency 
Access of Unregistered but 
Authorized IT Users  

√      

9.5 Enable Continued Operation 
Following Failure of Privacy & 
Security Mechanisms 

√ √ √ √ √ √ 

1 Depends on the security operating mode of the device or system, e.g., Dedicated, System High, 
Compartmented, Multi-level.  Devices properly operating in Dedicated or System High modes may not 
possess the requisite technology to segregate data at different levels of sensitivity. 
2 Depends on the capability of the device to store data. 
3. Enforcement of this rule by healthcare providers may also require the use of specialized technology that 
can securely destroy electronic individually identifiable patient data from media or equipment. 
4.We recognize there may be multiple types of de-identification processes to meet different needs such as 
statistical analysis, training, and clinical trials. 
5. We assume the healthcare facility is operated in accordance with its own administrative security policies 
and procedures  aimed at controlling physical access to its spaces and equipment, causing its workforce to 
be aware of their security duties and responsibilities, and requiring all its IT (not just its medical imaging 
technology) to be operated and maintained in accordance with instructions provided by their suppliers. 

5  Conclusion 
This white paper provides a comprehensive discussion of important security services, and 
of privacy and security rules.  The SPC feels healthcare providers will need to enforce 
these rules in order to protect the confidentiality of individually identifiable patient data 
they may produce, store, and transmit in electronic form.  It also suggests a logical 
allocation of several of these rules to medical imaging IT where such components or 
systems can be useful in helping healthcare providers meet their legal obligations.  We 
don’t suggest the allocation presented is the only way to divide coverage between 
procedural and technological means of enforcement.  However, we do believe this 
allocation capitalizes on the capabilities available in current and evolving secure medical 
imaging IT products.  Since privacy is the goal and security is the means, we feel this 
view of security rules and their allocation can be useful to healthcare providers as they 
decide how their enterprise will meet the challenges of existing and evolving privacy and 
security law. 


